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ENGLISH: Information about the Handling of Personal Data,
including Personal Information Handling Rules (Personal
Information Protection Law of the People’s Republic of China
- PIPL)

Dear Sir or Madam,

The Personal Information of every individual who is in a contractual, pre-contractual or other relationship
with our company deserve special protection. Our goal is to keep our data protection level on a high

standard. Therefore, we are constantly developing new data protection and data security concepts.

Of course, we comply with the statutory provisions of the Personal Information Protection Law of the
People’s Republic of China (PIPL). This document fulfills our information obligations towards you. Our
Personal Information Handling Rules are made public and are convenient to read and store. Please feel

free to store a copy of our published Personal Information Handling Rules.

The terminology of legal regulations is complicated. Unfortunately, the use of legal terms could not be
dispensed with in the preparation of this document. Therefore, we would like to point out that you are

always welcome to contact us for all questions concerning this document, the used terms or formulations.

l. Definitions

PIPL means the Personal Information Protection Law of the People’s Republic of China, passed at the
30th meeting of the Standing Committee of the 13th National People's Congress on August 20, 2021,
that entered into force on November 1, 2021, as amended or superseded from time to time. The legal

definitions from Article 73 PIPL are applicable.

Personal Information means all kinds of information, recorded by electronic or other means, related to

identified or identifiable natural persons, not including information after anonymization Handling.

Personal Information Handling includes Personal Information collection, storage, use, processing,

transmission, provision, disclosure, deletion, etc.

Sensitive Personal Information means Personal Information that, once leaked or illegally used, may
easily cause harm to the dignity of natural persons grave harm to personal or property security, including
information on biometric characteristics, religious beliefs, specially-designated status, medical health,
financial accounts, individual location tracking, etc., as well as the Personal Information of minors under

the age of 14.

Data Protection Officer means the Personal Information Protection Officer.
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Il. When do we Handle your Personal Information? (Article 13 PIPL)

As a Personal Information Handler, we Handle your Personal Information only (a) where we obtain your
Consent, or (b) where it is necessary to conclude or fulfill a contract in which you are an interested party,
or where necessary to conduct human resources management according to lawfully formulated labor
rules and structures and lawfully concluded collective contracts, or (c) where it is necessary to fulffill
statutory duties and responsibilities or statutory obligations, or (d) where it is necessary to respond to
sudden public health incidents or protect natural persons’ lives and health, or the security of their property,
under emergency conditions, or (e) where we are Handling Personal Information within a reasonable
scope to implement news reporting, public opinion supervision, and other such activities for the public
interest, or (f) where we are Handling Personal Information disclosed by persons themselves or otherwise
already lawfully disclosed, within a reasonable scope in accordance with the provisions of PIPL, or (g) in

other circumstances provided in laws and administrative regulations.

In accordance with all other relevant provisions, when Handling Personal Information, we obtain your
Consent. However, obtaining your Consent is not required under conditions in items (b) through (g)

above.

lll.  Voluntary Consent with full knowledge by means of an explicit statement
and the possibility to withdraw your Consent. (Article 14, 15, 16 PIPL)

Where we Handle your Personal Information based on your Consent, you gave us Consent under the
precondition of full knowledge. Full knowledge means that you had access to all information published in
this Transparency Document before you gave Consent. Your Consent will always be voluntary and part
of an explicit statement. You are, in any case, not obliged to give your Consent to us. Where laws or
administrative regulations provide that separate Consent or written Consent shall be obtained to Handle
your Personal Information, we will follow those laws. Where a change occurs in the purpose of Personal
Information Handling, the Handling method, or the categories of your Handled Personal Information, your

Consent will be obtained again.

Where we Handle your Personal Information based on your Consent, you have the right to withdraw your
Consent at any time. Please feel free to use any convenient way to withdraw your Consent. You may use
an email, a letter, an online contact form, or any other convenient method to withdraw your Consent. The
withdrawal of your Consent does not affect the lawfulness and legality of Personal Information Handling

activities undertaken based on your Consent before the withdrawal of your Consent.

We will not refuse to provide products or services to you on the basis that you do not Consent to the
Handling of your Personal Information or withdraw your Consent, except where Handling Personal

Information is necessary for the provision of our products or services.

After you have been previously fully informed by means of this Transparency Document (e.g., by
receiving a link to the document or having otherwise access to this publication), and when you decide
afterwards, to send or transfer your Personal Information by email or other electronic means to us, you
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automatically Consent by your action to the Handling of your Personal Information, including but not
limited to Cross-Border transfers to all data recipients listed in our “List of (sub) processors, recipients in
third countries and international organizations”. You have the right to withdraw your Consent at any time.
The withdrawal of your Consent does not affect the lawfulness and legality of Personal Information

Handling activities undertaken based on your Consent before the withdrawal of your Consent.

IV.  Name or personal name and contact method of the Personal Information
Handler. (Article 17 (1) PIPL)

The name or personal name and contact method of the Personal Information Handler is mentioned
above, more precisely, in the beginning of this document, in section “A. Identity and the contact details of
the Controller”. You may use an email, a letter, an online contact form, or any other convenient method

to contact the Personal Information Handler, including contacting the named Data Protection Officer.

V. Purpose of Personal Information Handling and the Handling methods, the
categories of Handled Personal Information, and the retention period.
(Article 17 (2) PIPL)

The purpose of Personal Information Handling is the Handling of all operations which concern the
Personal Information Handler, customers, prospective customers, business partners or other contractual
or pre-contractual relations between the named groups (in the broadest sense) or legal obligations of the

Personal Information Handler.

Where Handling of Personal Information is necessary to conclude or fulfill a contract in which you are an
interested party, the purpose of the Handling of Personal Information is to conclude or fulfill the contract
or to conduct pre-contractual arrangements or execute procedures for amending or terminating the

contract.

Where Handling of Personal Information is necessary to conduct human resources management
according to lawfully formulated labor rules and structures and lawfully concluded collective contracts,

the purpose of the Handling of Personal Information is Handling and management of human resources.

Where Handling of Personal Information is necessary to fulfill statutory duties and responsibilities or
statutory obligations, the purpose of the Handling of Personal Information is legal compliance.

Where Handling of Personal Information is necessary to respond to sudden public health incidents or
protect natural persons’ lives and health, or the security of their property, under emergency conditions,
the purpose of the Handling of Personal Information is to protect public health, the lives and health of
individuals, and the security of their property under given emergency conditions.

Where Handling of Personal Information is conducted to Handle Personal Information within a reasonable
scope to implement news reporting, public opinion supervision, and other such activities for the public

interest, the purpose of the Handling of Personal Information is to protect and act in the public interest.
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Where Handling of Personal Information is conducted to Handle Personal Information disclosed by
persons themselves or otherwise already lawfully disclosed, within a reasonable scope in accordance
with the provisions of PIPL, the purpose of the Handling of Personal Information is to conduct and fulfill

our legitimate business interests.

Where Handling of Personal Information is conducted to Handle in other circumstances provided in laws

and administrative regulations, the purpose of the Handling of Personal Information is legal compliance.

In case we Handle Sensitive Personal Information, the specific purpose and a need to fulfill, and the
circumstances of strict protection measures, are documented separately and internally, with the goal to
protect the individuals. If we Handle your Sensitive Personal Information, please feel free to request

specific and additional information from us at any time.

We use the following Handling methods to Handle Personal Information: Manual Handling, Automated

Handling, Online Handling, Offline Handling.

The Categories of Handled Personal Information are: Customer data, data of potential customers, data

of employees, and data of suppliers.

Except where laws or administrative regulations provide otherwise, our personal information retention
periods are the shortest period necessary to realize the purpose of the personal information handling..
After expiration of that period, the corresponding data is routinely deleted, as long as it is no longer
necessary for the fulfilment of the contract or the initiation of a contract. Except where laws or
administrative regulations provide otherwise, the retention period chosen by us is the shortest period

necessary to realize the purpose of the Personal Information Handling.

VI.  Methods and procedures for individuals to exercise the rights provided in
PIPL. (Article 17 (3) PIPL)

You may use an email, a letter, an online contact form, or any other convenient method to contact the
Personal Information Handler, including contacting the Data Protection Officer, to exercise the rights
provided by PIPL.

VIl. Information and Consent regarding cases where we as a personal
information handler provide other personal information handlers with the
personal information we handle, including personal information handlers

located in the People’s Republic of China (Article 23 PIPL)

For any case where we, as a personal information handler provide other personal information handlers
(including personal information handlers located in the People’s Republic of China) with the personal
information we handle, we hereby notify you as follows:
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The name or personal name of the recipient, their contact method, the handling purpose, handling
method, and personal information categories are published on our website in our “List of (sub)

processors, recipients in third countries and international organizations”.

In the mentioned document, the “personal name of the recipient” is published as “Company name”, the
“contact method” is published as the “Link to website”, which will allow you to use all contact methods
mentioned on the other parties website, the “Handling purpose” is published as “Subject matter of (sub-)
processing”, the “Handling methods” are published as “Nature of (sub-) processing”, and the “Personal

Information categories” are published as “Categories of Personal Data”.

After you have been previously fully informed by means of this Transparency Document (e.g., by
receiving a link to the document or having otherwise access to this publication), and when you decide
afterwards, to send or transfer your Personal Information by email or other electronic means to us, you
automatically separately Consent by your action to the Handling of your Personal Information, including
but not limited to companies located in the People’s Republic of China, by all data recipients listed in our
“List of (sub) processors, recipients in third countries and international organizations”. You have the right
to withdraw your Consent at any time. The withdrawal of your Consent does not affect the lawfulness and
legality of Personal Information Handling activities undertaken based on your Consent before the

withdrawal of your Consent.

VIIl.  Sensitive Personal Information. (Article 28, 29, 30 PIPL)

We may Handle your Sensitive Personal Information, where there is a specific purpose and a need to

fulfill. If we Handle your Sensitive Personal Information, we apply strict protection measures.

If we Handle your Sensitive Personal Information, separate Consent was or is obtained from you, and
where laws or administrative regulations provide that written Consent shall be obtained for Handling
Sensitive Personal Information, we obtain written Consent in compliance with the provisions of such laws

or administrative regulations.

If we Handle your Sensitive Personal Information, we notify you of the necessity and influence on your
rights and interests of Handling the Sensitive Personal Information by using separate Consent language.
Please feel free to request a copy of such separate Consent language from us at any time. If we Handle
your Sensitive Personal Information, please feel free to request specific or additional information from us

at any time.

IX. Information about providing Personal Information outside of the borders of
the People’s Republic of China (Article 39 PIPL)

We transfer Personal Information to receivers outside of the borders of the People’s Republic of China.
Therefore, we notify you about the foreign receiving side’s name or personal name, contact method,
Handling purpose, Handling methods, and Personal Information categories, as well as ways or

procedures for individuals to exercise the rights provided by PIPL with the foreign receiving side, and
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other such matters, by means of our “List of (sub) processors, recipients in third countries and
international organizations”, which is published on our Website, or by the following. In the mentioned
document, the “side’s name or personal name” is published as “Company name”, the “contact method”
is published as the “Link to website”, which will allow you to use all contact methods mentioned on the
other parties website, the “Handling purpose” is published as “Subject matter of (sub-) processing”, the
“Handling methods” are published as “Nature of (sub-) processing”, and the “Personal Information

categories” are published as “Categories of Personal Data”.

We concluded an agreement with the foreign receiving side, and the foreign receiving side shall
implement procedures for individuals to exercise their rights provided by PIPL. You shall contact our Data
Protection Officer and the Data Protection Officer of the foreign receiving side to exercise your rights by
email. We obtain your separate Consent to transfer the Personal Information with separate Consent

language. Please feel free to request a copy of such separate Consent language from us at any time.

X. Right to know about and right to decide relating to your Personal
Information (Article 44 PIPL)

You have the right to know about and the right to decide relating to your Personal Information. You have
the right to limit or refuse the Handling of your Personal Information by us, unless laws or administrative
regulations stipulate otherwise. If you want to exercise these rights, please feel free to contact our Data

Protection Officer.

XI.  Right to consult us, to receive a copy of Personal Information and right to

a transfer to a designated Personal Information Handler (Article 45 PIPL)

You have the right to consult us and receive a copy of your Personal Information from us, except in
circumstances provided in Article 18 (1), or Article 35 of PIPL. If you request a consultation or if you want
to receive a copy of your Personal Information, we will initiate the consultation and provide you with a

copy of your Personal Information in a timely manner.

You can request that your Personal Information is transferred to a Personal Information Handler that you
designated. We will provide a channel to transfer Personal Information to your designated Personal
Information Handler, meeting the conditions of the State cybersecurity and informatization department. If

you want to exercise these rights, please feel free to contact our Data Protection Officer.

XlIl.  Right to Correction, Completion and Supplementation (Article 46 PIPL)

If you discover that your Personal Information is incorrect or incomplete, you have the right to request us
to correct or complete your Personal Information. When you request to correct or complete your Personal
Information, we will verify your Personal Information and correct or complete it in a timely manner. When
you request to correct or supplement your Personal Information, we will verify your Personal Information,
and correct or supplement it in a timely manner. If you want to exercise these rights, please feel free to

contact our Data Protection Officer.
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XIll.  Right to Deletion (Article 47 PIPL)

We will proactively delete your Personal Information where one of the following circumstances occurs,
namely (1) the Handling purpose has been achieved, is impossible to achieve, or the Personal
Information is no longer necessary to achieve the Handling purpose, or (2) we or the Personal Information
Handler cease the provision of products or services, or the retention period has expired, or (3) you
withdraw your Consent, or (4) we or the Personal Information Handler Handled Personal Information in
violation of laws, administrative regulations, or agreements, or (5) in other circumstances provided by

laws or administrative regulations.

If we did not delete your Personal Information in the circumstances mentioned above, you have the right

to request deletion.

Where the retention period provided by laws or administrative regulations has not expired, or Personal
Information deletion is technically hard to realize, we will cease Personal Information Handling except for
storage and taking necessary security protective measures. If you want to exercise this right, please feel

free to contact our Data Protection Officer.

XIV. Right to request an explanation of Personal Information Handling Rules
(Article 48 PIPL)

You have the right to request us to explain Personal Information Handling rules. If you want to get an
explanation about our Personal Information Handling rules, please feel free to contact our Data Protection
Officer.

XV. Inheritance of Rights (Article 49 PIPL)

If your next of kin, a natural person is deceased, you have the right, for the sake of your own lawful,
legitimate interests, to exercise the rights provided by Chapter IV PIPL to consult, copy, correct, delete,
etc., the Personal Information of the deceased, except where the deceased has arranged otherwise
before their death. If you want to exercise your right, please feel free to contact our Data Protection
Officer.

XVI. Exercising your Rights, right to sue us if we reject your request to exercise
your rights (Article 50 PIPL)

You may use an email, a letter, an online contact form, or any other convenient method or mechanism to
exercise your rights. If you want to exercise any of your rights, please feel free to contact our Data
Protection Officer. If we reject your request to exercise your rights, you may file a lawsuit with a People's

Court according to the law.
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XVII. Right to file a complaint or report about unlawful Personal Information
Handling (Article 50 PIPL)

You have the right to file a complaint or report about unlawful Personal Information Handling activities
with departments fulfilling Personal Information protection duties and responsibilities. The Departments
fulfilling Personal Information protection duties and responsibilities published their contact methods to
accept complaints and reports.
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